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BO3MOJKHBIE BAPUAHTBI IIH®POBAHUSI TEKCTOBBIX JAHHBIX,
AHAJIN3 U BBIBOP OIITUMAJIBHOI'O TUITA IIH®POBAHUSI TEKCTOBBIX JJAHHBIX
IJIS1 JAJBHEMIIEN PEAJIU3ALIUU

E. IEHHCOBA
(IIpeocmaeneno: kauo. ¢us.-wam. nayx, ooy. /1.@. IIACTYXOB)

B cmamve paccmampueaemces paznuunvle 6apuanmol WUppoSanUs mekcmoswix 0anHwix. B xode ananusa
Obl BbIOPAH ONMUMATLHBII 6APUAHM WUPPOBAHUSL MEKCMOBbIX 0aHHbIX. [Ipoexmuposanue npunodlcenus O
wugposanuss u Oewu@dpoB8anss MeKCmosblx OAHHbIX MOOUPUYUPOBaHHbIM Memoodom Braoumupa Cuzosa Ilpo-
6€0eHbl UCCIEO08AHUS NO AKMYATLHOCIU PA3PAOOMKU OAHHO2O NPULOCEHUS.

BBenenue. Jltonqu w3gaBHa HCMOJB30Banu MU(GPOBaHWE — Kak crmoco0 3ammrthl wmHGopMmarmm. Wuaes
CKPBITh B TEKCTE TaifHbIC 3HAUEHHS M COOOIIEHNUS MOYTH TaK e CTapa, KaKk U caMo MCKYCCTBO ITMChMa. 3a BeKa
CBOETO CYIIECTBOBAHMS YEIOBEUYECTBO MPUIYMAIO MHOKECTBO CIIOCOOOB XPaHEHUS TaiHBI.

OcHoBHOI1 pa3aen. CTeneHb W3YYCHHOCTH METOMIOB MUGPOBAHUS JOCTATOYHO BBICOKas. Kakmprid rox
CO3/1aeTCS MHOXKECTBO MPOTPaMM, JINTEPATYPhl, ITOCBAIMEHHBIM KpUNTorpadguaecknM cuctemam. Kpunrorpadu-
yeckasi CHCTEMa — CEMEHCTBO IpeoOpa3oBanuii mudpa u coBoKynHocTh Kimodel. CymecTByror CHMMETpUYHbIE
U ACUMMETPUYHBIC KPUIITOCUCTEMBI.

CuMMeTpHUHBIE KPUIITOCUCTEMEI (C CEKpETHBIM KitodoM — SecretKeySystems) — naHHbIE KPHUIITOCHUCTE-
MBI ITOCTPOCHBI HA OCHOBE COXpPaHCHHs B TaliHe Kkiova mudposanus. [Iporecchl mudpoBKU U paciuppoBKU
UCIIOJIB3YIOT OJIMH U TOT ke KJto4. CEeKpEeTHOCTD KIIIoYa SIBJISETCS HOCTYJIATOM.

AcUMMETpHYHBIE KPUOTOCHCTEMBI (CHCTEMBI OTKDPBITOTO INHU(PPOBAHHSA — C OTKPBITBIM KIIOYOM
PublicKeySystems) — cMBICTT TaHHBIX KPHUIITOCHCTEM COCTOWUT B TOM, YTO UII MIM(POBKH U PacIIM(pPOBKH HC-
TOJIL3YIOTCSL pasHble MpeodpazoBanus. OJHO W3 HUX — 3alIM(PpPOBaHUE — SABJISAETCS aOCONIOTHO OTKPBITHIM IS
BceX. Jpyroe-xe — pacumidpoBaHne — 0CTaeTCsI CEKPETHBIM.

PaccmoTpuM BO3MOXKHBIE BAPHAHTHI MIA(POBAHIS TEKCTOBBIX JAaHHBIX:

1. [Mudpp XOR - 310 anroput™ mMUGPOBAHUS TAHHBIX C UCTIOIH30BAHUEM HUCKIIOYUTEIHLHON TU3BIOHK-
UK. AITOpUTM IH(POBAHUS 3aKIIIOYACTCS B «HAJOKCHUU» TOCIICIOBATCIBHOCTH CIIyYaiHBIX YHUCEN Ha TEKCT,
KOTOPBIii HeoOxoaumo 3ammdpoBath, [lociaemoBaTeNbHOCT, CIYYaWHBIX YHCEN HA3bIBACTCS ramma-
MOCJIEIOBATEIILHOCTD, M UCIIOJIB3YETCS IS IU(GPOBAHHBIN U paciin)pOBKH JaHHBIX;

2. Iudp Le3aps - onuH u3 HauboIEe MPOCTHIX U MIUPOKO M3BECTHBIX AITOPUTMOB IU(POBAHUS TCK-
CTOBBIX JaHHBIX. Anroput™ mudposanus Lle3aps 3akioyacTcs B 3aMEHE KaXKJOTO CHMBOJIA BXOJSIIETO CO00-
IICHUS HAa CHMBOJI, KOTOPBIA HAXOIWTCSA Ha HEKOTOPOM KOHCTAHTHOM PACCTOSHUM C MPABOW WM JICBOH CTOPO-
HBL. PaccTostHUE IpH 3TOM Ha3BIBAIOT - KIFOUOM;

3.  udp Ckutana - mmdppoBaHue TEKCTa MPU MTOMOIIH ASPEBIHHOTO MWIHMHIPA U IMEPraMeHTa, TaKkKe
n3BecTeH kak mudp Jpesreit Captel. st mmdpoBaHUsS TEKCT UCIOJIB3YETCS MUIUHAP (GUKCHPOBAHHOTO JIHa-
MeTpa, Ha KOTOPBI HaMaThIBaeTCs y3Kas Mojocka meprameHnTta. CooOImeHHe 3amuChIBalOT BAOIH ITMIMHIPA,
a 3aTeM pPa3MaThIBAalOT, B WTOTE MOJyYaeTcs 3ammdpoBaHHOE COOOMICHHWE, KOTOpPOe MOXHO pacuIndpoBarts,
TpUMEHSS TUIHHAP TOTO Ke nuamerpa. [lpn 3Tom quaMeTp ITHHIPa BEICTYIIAeT B POJH KITI04a MHU(POBaHUS;

4. Kgagpar Ilonunus - Metox muppoBaHUsS TSKCTOBBIX JAHHBIX C MOMOIINBIO 3aMCHBI CUMBOJIOB. J{iis
mpOBaHUS HCIIONB3YETCs KBaJpaTHas TaONUIA, B KOTOPYIO BIMCAaHBI BCE OYKBBI IIU(PpPYeMOro angaBuTa.
Ecnu OykB 0oJibIIe, TO MOXHO HX COBMEIIATh WIH JO0ABISATh SYCHKH C TIPOU3BOIBHBIMUA 3HAKAMHU.

5.  Meron mmdpoBanus Tekcta (QyHKImEeW kocuHyca Bramumupom CH30BBIM MPEUIOKCH BICPBHIC
B 2005 Ha MexnyHapoaHoi koH(peHneHuun Pyckpunto. [To koopaunaTHON ocu X pacCTaBISIIOTCS KOMIIBIOTEP-
HBIE CHMBOJIBI B JIFOOOM Topsiake. KakJjoMy CHMBOJIYy COOTBETCTBYET CBOM MOPSINKOBBIN HoMep oT 1 mo 256. Tlo
ocu Y paccTaBIIsIeM Te K€ caMble CHMBOJIBI B JTIOOOM (TaKOM >K€ WJIM JPpYyroM) Topsiake. MM Taxke MprcBanuBaroT
MOPSIKOBBIE HOMepa oT 1 1mo 256. DyHKIHsI, TOCUMBOJIBHO MEPEBOIUT UCXOTHBIA TEKCT B 3ami(pPOBAHHBIN
TEKCT.

Hcxons U3 BRIICTICPEYHNCIICHHBIX BAPHAHTOB MOXHO CIIEJIaTh BBIBOM, YTO KaXKIBIH aNTOPUTM UMEET CBOH
TUTIOCH MJTH MUHYCHI. Bce BBIIIenIepedrncIeHHbBIe aNrOpUTMBI OBUIH H3YYEHBI M 3aIIPOTPaMMHUPOBAHBI, HO YTOOBI
JOOUTBCS HAAEKHOTO MHM(POBAHUS TEKCTOBBIX IAHHBIX, HEOOXOAWMO IIPUBHECTH HOBH3HY B CYyLIECTBYIOIIUE
anroputMel. TakuMm 00pa3oM ObUT co37aH MOAUGUIIMPOBAHHBI MeTo | dpoBanus Bramumupa Cuzosa. Meton
6611 MOIM(UIIMPOBAH NPOU3BOJILHOM EPHOINYECKON (QYHKIMEH ¢ JIIOOBIM YHCIOM CEKPETHBIX KIIOYeH U arie-
pHOANYECKON HeOrpaHWYEHHOH (DyHKIME THIA 0000IIEeHHOro cTeneHHoro psijia Ppodennyca.
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AKTyanmbHOCTh pa3paboTKu MoAu(UIMPOBAaHHOTO MeToaa mudpoBanus B. Cu3oBa TEKCTOBBIX JaHHBIX
3aKJIF0YAETCs B BO3MOXKHOCTH MCIOJIB30BaTh ISl MIH(POBAHUS MPOU3BOJIBHBIC IEPUOTUUCCKUC U HEOTPAHIYCH-
HbIE HETePUOJuUecKre PYyHKIINH.

OcHOBY pa3pabaThIBAEMOT0O TPIJIOKEHUS COCTABIIIET BO3MOKHOCTh IMH(POBaTh U JAemm(poBaTh TEK-
CTOBBIE JAaHHBIE C MOMOIILIO0 YCOBEPIICHCTBOBAHHOTO MeTona mmdpoBanus B. CuzoBa. AHamoroB momxo06HOTO
NPUIIOKEHUS HaliIeHO He ObL10. MeTo/ yCOBEepIIEHCTBOBATh TAKXKE UCIIOJIb30BAHHEM allepHOINYECKON Heorpa-
HUYCHHOU (YHKIMEH clipuMeHeHHeM OoJiee IecsiTKa CeKPETHBIX KITFOUEH sl OTASIBHOTO MH(poBaHUs KaxI0-
ro BTOPOr0, KaXO0r0 TPEThEro, KaKJAO0r0 TPEThEro CHMBOJIA OTACIBbHBIMH KIFOUaMH-3TO JIEJIaeT METOJ Oolee
3aIUIICHHBIM OT BHEIIHUX aTaK 3JI0YMBIIUICHHUKOB.

3akmouenne. B xo/ie TaHHOTO KCCIICIOBAHMS U aHAIHM3a OBUIM CIICJIAHBI BBIBOJBI O BEIOOPE ONTHMAJb-
HOTO M(POBAHUS TCKCTOBBIX JaHHBIX M 00OCHOBAHUE aKTYaIbHOCTHU CO3JIAHHS MPHIJIOKCHUS [T ITU(PPOBAHUS
JTAHHBIX HECKOJIbKAMU KIFOYaMU C MOMOIIBI0 allepUOIMYCCKUX (PYHKIUA U CIOKHBIMH MEPHUOANICCKH U (YHK-
LHSIMU.
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