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ITPOEKTUPOBAHUE API U BA3bI JAHHBIX JJIAd BEB-TIPUJIOKEHU A,
PA3PABOTAHHOI'O JJIA IOABOPA COTPYJHHUKOB I10 HABBIKAM

II.B. MAXAHBKO
(Ilpeocmagneno:1I0.H. KPABYEHKO)

B oannoti cmamve paccmampusaromes yeau u npunyunst mooeruposanusi APl u 6asvl dannvix ons 6eo-
NPUNONHCEHUS

BBenenne. B Harre Bpems TpyAHO NIPEICTaBUTh XOpoliee BeO-TipriokeHne 0e3 pa3paboTaHHO 6a3bl 1aH-
HBIX U OBICTPOTO, ONTUMI3HPOBaHHOTO API. BOIBIIMHCTBO COBpEMEHHBIX BEO MPIIIOKEHUN 3a9aCTYIO IIONB3Y-
I0TCS CTOPOHHMMH CEPBHCAMH, KOTOPBIC MO3BOJITIOT ONTHMU3UPOBATh U YIIYUIIUTh Pa3paboTKy. basel maHHBIX
MO3BOJISIFOT XPAHUTH OOJBIINE 00BEMBI JaHHBIX, 00JaYHBIC XPAHWINIA [TO3BOJIIOT JOCTABIATh KOHTEHT K KO-
HEYHOMY I10JIb30BATEII0 HE3aBHCUMO OT €ro MEeCTOIoJ0XeHHs, a ObicTpbie API nmo3Bossitor oOpabaTbiBath 3a-
IpocHl B kpaTyaiimue cpoku. API npeacrasiser co60i mpoMeKyTOUHOE 3BEHO MEXTy KIMEHTCKOH 4acThIo IIpH-
JI0eHus U 0a3oi naHHbIX. Tak xe API aBiagercs OTINYHBIM CIIOCOOOM 3alUThI [10JIb30BATEILCKUX JAHHBIX HC-
nonb3ys coppeMenbie TexHonorun OAuth u JSON Web Token.

OcHoBHoii pa3aen. JSON Web token sBisieTcst OTKPBITBIM CTaHIAPT, CO3aHKsI TOKCHOB JOCTYIa OCHO-
BBIBaSICh Ha json. B MOMEHT aBTOpHU3aIMK 10JIb30BATENS], CEPBEP T'EHEPUPYET XELI-KIII0YH, KOTOPhIE OTIPABIISET
KIIMEHTCKON 9acTH BeO-IIpritokeHus. B nanpHelmem, KaxIbIi 3a1poc K CEpBEpPY, AOJDKEH COepkKaTh B cede Xeml-
KIII0Y JJIs TIOATBEPKACHHUS IIPaB JOCTyIA K pecypcam.

OAuth siBII€TCS COBPEMEHHBIM PELICHHUE 3aLIUTHI 0Ib30BATEINEH, a TAK)KE yOOHBIM CIIOCOOOM PETHCTPH-
pOBaTh U aBTOPU3UPOBATH MOJIb30BaTENCH B MpuitokeHnd. OAuth — 3TO OTKPBITBIH IPOTOKOJ aBTOPU3ALNH, KO-
TOPBII MO3BOJSIET IPEJOCTABUTh TPETHEH CTOPOHE JOCTYII K 3aIUILEHHBIM JaHHBIM HE Iepe1aBasi JOTHH U Napoiib
YTO MO3BOJIET MOJIB30BATEII0 UIMETh OJHY YUYETHYIO 3aIIUCh U1 MHOTHX CEPBHCOB.

[MpeumymiectBo OAuth sBisieTcst To, YTO MOJIB30BATENL XPAHUT CBOM JIOTHH U MAapOJib TOJIBKO B OJHOM
cepBuce, Hanpumep, Google, a At TOCTyNa K IPYyTrHM, OH NOJIy4aeT TOKEH, KOTOPBIH T'eHEepUPYETCsl Ha CTOPOHE
ABTOPH3ALIHN.

Jlyiss B3auMOJIEHCTBUS C TIOYTOBBIMH CEPBHCAMHU HCIOJB30BaINCh OTKphIThie APl Google u Microsoft
Exchange. /laHHbIE cepBHCHI MO3BOJSIOT OOMEHUBATHCS MEKTPOHHBIMHU MHCBMaMH MEX]y Pa3IMYHBIMH ajpe-
caMmu, a TaKXe IPHU MOJTYYEHUH JOCTYIIA K IMChbMaM TPEThei CTOPOHOH, TTO3BOJISIET 00padaThIBaTh, aHAIN3UPOBATH
U TIEpEHAIPABIATh 3TU MHChbMa Ha Apyrue ajpeca. JJoCTyn MOydaeTcs IpH MOMOIIU OTKPBITBIX U CEKPETHBIX
KIIIO4Eel, FTeHepUpyeMble Ha CTOPOHE 3TUX CEPBUCOB.

Amazon S3 sBiseTCS OTINYHBIM CPEACTBOM JUIsl XPAHEHHUS U MOTydeHHs O0NIBIINX 00BEMOB JaHHBIX, Ta-
KHX KaK KpymHble (Gaiibl, JOKYMEHTBI, ay1io3anuc u GuiabMbl. [IpenmymiectBo Amazon S3 sBisiercst ObIcTpast
paboTa, IPOCTOTa MHTETPALIMU B IIPUIIOKEHHUE, a TAK)KE 3alIUIIEHHOCTh (aiiIoB MPH IIOMOIIY MH(POBAHUSL.

Amazon EC2 — Beb-cepBHC, KOTOPBIH MPEIOCTABISET BHIYUCIUTEIbHBIE MOIIHOCTH B 00JIaKe, KOTOpbIE
MO3BOJISIFOT COZIEPIKATh Ballle NPUIIOKEHUE, ONOIMOTEKH U TaHHbIe. JIaHHbBII CepBUC OTIIMYHO TOAXOAUT IS pa3-
BepThiBaHusl API 1 6a3bl naHHBIX.

Amazon Cloudfront — mens 1aHHOTO CepBHCa, SBIACTCS HOCTABKa KOHTEHTA KOHEYHBIM MOJIB30BATEISM
C MUHMMAJIbHBIMH 3aJlep)KKaMi U BBICOKOI CKOpOCThIO mnepenaud. Ilpu 3arpy3ke Qaiiia Wim MpUIOKEHHH,
AMmazon caMoCTOSTENBEHO CO3/1aeT PETIIMKY JaHHBIX M XPAHHUT UX HA BCEX CBOMX cepBepa. DTO JIaeT BO3MOXKHOCTD
MOJYy4aTh JaHHBIE PA3HBIMU IOJIB30BATENSIMH U3 PA3HBIX TOYEK MUPA C OJJUHAKOBOH CKOPOCTBIO.

B kauecTBe TOUEK IS 3aIIPOCOB, CEPBEP NMPEIOCTABIIET BEO-IIPHIIOKEHNIO KOHEYHBIE apeca, 00pamniasch
K KOTOPBIM, BEO-TIPHIJIOXKEHHUE IOTy4aeT ONpezeseHHbIe JaHHbIe. 3arpockl MpoxXo T no crannaptaomy HTTP
npotokouty, ucrnonssyst Merosl GET, POST. Yat u oOMeH daitiamu peann3oBaHbl IO TEXHOJIOTHH COKETOB (TIpo-
Tokos Websocket). CokeT — IpOTOKOJI TTUIEKCHOM CBSI3M MEX/1y KIMEHTOM M CEPBEPOM B PEXHUME PEaIbHOTO
BpeMeHH. B maHHOM ciydae, BeO-TIpHIIOJKEHHE HOMMCHIBACTCS HA HOBBIE COOOIIEHHS MPH YCHEIIHOM BXOJE
B IIPWJIOXKEHHE. 3aTeM MPH MTOTyICHUH HOBOTO COOOIICHNS OHO MIHOBEHHO OyIeT OTIIPABIICHO TOIb30BATEINIO.

B xauectBe 0a3bl TaHHBIX OBLTa BEIOpaHa JOKyMEHTHO-OpHEHTHpOBaHHAsA 6a3a qanHsIXx MongoDB. Cunrak-
cuc MongoDB cxox ¢ (hopMaToM json, a 3TO B CBOIO o4Yepesb He 3aaeT JKECTKUX PaMOK XpaHEHUs NaHHBIX, YTO
MO3BOJISIET YAOOHO pacIIMpsTh XpaHUMBIE JaHHBIE. Bes 6a3a JaHHBIX COCTOMT M3 KOJUIGKIIMH, a XpaHUMBIE B HEH
JIaHHBIE — JIOKyMEHTBI. JIOKYMEHT NpEe/ICTaBIIseT U3 cedst jSon-00bEKT B BUIE ap KIFOY/3HAYEHHE, i€ B Ka4eCTBE
3Ha4YEeHMs MOTYT XPaHHUTBCS CTPOKH, YNCIIA, TBOMYHBIC JJaHHBIE, MACCHBBI MJIH JIPYTHE BIO)KCHHBIE OOBEKTHI.

PensiimonHas Mozens npeacTaBisieT codoit 6a3y JaHHBIX B BUJIE MHOKECTBA B3aUMOCBSI3aHHBIX OTHOIICHHIH
(Tabuir), KOTOPBIE UCTIOB3YIOTCS I XpaHEHHsT HHPOpMaliy 00 00bEKTax, MPECTaBICHHBIX B 0a3e JaHHbIX.
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B cooTBeTcTBUU ¢ TpeOOBaHUSIMH MPOTPAMMEI, ONPEICICHBI KOJUICKIIUU (HA00p) HEOOXOJUMBIX TaOJIHI
0a3bl TaHHBIX, TPEACTABICHHBIN B TabmuIe 1.

Tabnmna 1. — IlepedeHs HEOOXOAUMBIX TaOIIUI] 0a3bI JTAHHBIX

Ha3zpanue koeknuu Onucanue
Users CHHCcOK BcexX MoIb30BaTeei
Candidates CnHCOK BceX KaHIuIaTOB
Offers Crucok Bcex MpeIoKEeHUH MOMyYeHHBIX 0 email
Templates CHucok Bce mabI0HOB OTBETOB HAa EMEHIT
Tags CIHCOK BCEX HABBIKOB

BaxxHoe 1OCTOMHCTBO 0a3 JaHHBIX — BO3MOKHOCTb XpaHEHHsI CIPYNIIMPOBAHHBIX JAaHHBIX B Pa3HbIX KOJI-
JIEKIUSX ¥ B pa3HbIX (popMaTax.

3akiiouenue. B aHHO# cTaThe OBUIM PacCMOTPEHBI OCHOBHBIE L€ M IPHHIMIBI MOACIUPOBAHUS 0a3bl
JIaHHBIX, TIOCTPOEHUE ObICTporo, ynooHoro API s BeO-npunoxenus. beiin paccMOTpeHbI OCHOBHBIE CYIIIHOCTH
6a3b1 naHHBIX. CIIPOEKTHPOBAHKI a/ipeca JUlsl 0OpallleHNs KITMEHTCKOM YacTH BeO-IIPUIIOKEHHS K CEPBEPHOIT 4acTu.
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