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Paccmampusaromes pasnoobpasuvie munvl u 6udsvl aymeHmu@ukayuu, npeocmagieHnvle ¢ cgepe be3o-
nachocmu 6e6-npunodxcenuti. Ommeuaemcs Hanuyue GOILULO20 KOTUYECMEA OPYeUX NPOMOKONI08 U 8UO08 ABMO-
pusayuu. OOHaKo 6 0aHHOU pabome peub NOUOem 0 CaMbIX 3HAUUMbBIX, KOMOPble OKA3AMU GIUSHUE HA UHOYCM-
DU U CIATU CIMAHOAPMAMUL.

B menom nporecc ayTeHTUDUKAIIMK MPEICTABISIET COOOW OTBET Ha BOIPOC, <SIBISCTCS JH KIUCHT TEM,
3a KOro ce0st BbaaeT». [IpoBepKy MOAIMHHOCTH JMYHOCTH KIIMEHTA OCYLICCTBISIOTCS MO CAMBIM Pa3IU4HBIM
MPOTOKOJIAM U CaMBIMH Pa3JIMYHBIMU CIIOCOOAMH.

B 3aBHCHMOCTH OT CTENEHU JIOBEPHUTEIBHBIX OTHOIICHHI, CTPYKTYPbl, OCOOCHHOCTEI CeTH U yalieH-
HOCTH 00BEKTa MPOBEPKA MOXKET ObITh OJHOCTOPOHHEW WM B3auMHOM. Takke pazanyaroT OAHOPAKTOPHYIO
U cTporyro (Kpunrorpaduueckyro) ayreHTHdukanud. M3 ogHo()aKTOPHBIX CHCTEM, HaHOOJEe PacpOCTpaHEH-
HBIMH Ha JJAHHBIA MOMEHT SIBJISIFOTCSI IAPOJIbHBIE CHCTEMbI ayTeHTH(UKAIMK. Y T0JIb30BaTENs €CTh UACHTH(DU-
KaTOp W Mapolib, TO €CTh CEKpPeTHass WH(OpMAIUsl, U3BECTHAs TOJBKO MOJIL30BATENIO (M, BO3MOXKHO, CHCTEME),
KOTOpPAst UCIIOJIb3YETCS IS MPOXOXKICHUS ayTCHTU(UKAIMK. B 3aBHCHMOCTH OT peaiu3anuu CUCTEMBbI, TIapOJib
MOJKET OBITh OJHOPA30BBIM WJIM MHOTOPA30BbIM. B IIEIOM MOKHO BBIJICJIUTH CICAYIOIIUC TUIBI ayTeHTH(UKA-
un: 0a30Bas, JaiHKeCT-ayTCHTU(UKALIKS, C HCIIOJIL30BaHUEM cpeacTB mpoTokona HTTPS, o npeassienuto
UpoBOro cepTuduKara, ¢ UCIOIbL30BAaHUEM KYKH; a TaK:KE IPyMIa ACHCHTPAIN30BAHHBIX THIIOB ayTCHTU(U-
karu: OAuth 1.0, OAuth 2.0, OpenAuth, OpenID Connect.

[Ipu ucnonb30BaHUU OA30601 aymeHmuukayuy UMs OJIb30BATENS U apOoJib BKIIIOYAIOTCS B COCTaB 3a-
npoca. JIx000ii 37I0yMBITINIEHHUK, TIEPEXBATUBIIINN MaKeT, CMIOCOOCH MOIYYUTh OCTYI K CEKpeTHOW WH(pOopMa-
uud. M3 KIIoueBbIX HEJOCTATKOB TaKOW ayTeHTU(HKALUH CIEAyeT OTMETUTh HEBBICOKHI ypOBEHb 0O€30MacHO-
CTH — MapOJIb MOXKHO MOACMOTPETb, yraaarh, 10100paTh, COOOIINTh MOCTOPOHHUM JIMLIAM, MTOJIY4UTh MOCPEACT-
BOM TIepexBara COOOIICHHH MKy KIMEHTOM M ayTeHTU(PHUKAHOHHBIM CEPBEPOM.

Janee paccMOTpuM Oaiiddcecm-aymeHmuguxkayuro, TP KOTOPOH Mapoib IOJIL30BATENs MepenacTcs
B XCIIUPOBaHHOM BuJe. Kazanock Obl, 4TO MO YpOBHIO OE30MACHOCTH MEPENavd Mapoyieil ITOT THUIl MAJIO YeM
oTaMyaeTcs oT 6a30BOM ayTeHTU(UKAIUY, TaK KaK 3JI0YMBIIUICHHUKY MPEIOCTABIISCTCS BO3MOKHOCTD MEPEXBa-
TUTH COOOIICHHE B JIFOOOM €T0 BHJIC, U 3JIOYMBIIUICHHUK BCE PABHO MOJy4YaeT AOCTYI K KOHEYHO Touke. Ho 310
HE COBCEM TaK — IapoJib MPEBPAIIACTC B HEKOTOPBIN XEII 10 ONPEACICHHOMY aJITOPUTMY M BCETAa ¢ 1o0aBie-
HHEM TPOMU3BOJBHOW CTPOKH CHMBOJIOB, KOTOpas I'€HEPUPYETCs IUIS KaXKIOro CoelAuHeHus. TakuMm oOpa3om,
NP KXKIOM COSTMHEHHN TeHEPUPYETCsl HOBBIH XOIII TApOJIsi ¥ [IEPEeXBaT ero HU4Iero He JacT.

IIporokon HTTPSmno3BonseT mubpoBaTh BCe maHHBIC, MEpeaaBacMble MEKIY Opay3epoM W CEPBEPOM,
a He TOJBKO MMEHa moJib3oBaTencit u maposm. IIporokon HTTPS creayer wcmons3oBath B JII0OOM Citydae
Juist obecrieueHns: 0e30MaCHOCTH MepeIaBaeMbIX JaHHBIX. DTO MOJIEPIKUBACTCS IIPAKTUIECKU BCEMHU COBPEMEH-
HBIMH 00JIaYHBIMH TUIaTGOpMaMH, BKIOUYas BEIOpAHHYIO IS pasBepThiBanus cucteMbl Heroku.

MexaHu3Mbl ayTeHTH(PHUKALNMN C PUMCHEHUEM YuUPposslx cepmu@uramos, Kak MPaBUIIO, HCIOIb3YIOT
MOPOTOKOJI ¢ 3ampocoM u oTBeToM. CepBep ayTeHTU(UKAIIUK OTIPABIISICT MOJB30BATEII0 MOCICIOBATEIEHOCTh
CHUMBOJIOB, TaK Ha3bIBAEMbIH 3ampoc. B kauecTBe OTBETa BBICTYIMACT 3alpOC CepBepa ayTCHTH(MHUKALUY, TIOJITH-
CaHHBIH C TIOMOIIBIO 3aKPBITOTO KII0YA MTOJIb30BATEIS.

MHOKECTBO Pa3IUYHBIX CEPBHCOB U CTAPBIX CATOB HCIIOJIB3YIOT B KAUYECTBE CPEJCTBA ayTeHTH(HKA-
nuu Kyku. ECM KyKu ylacTcs MOXUTHTh, TO, MOJJCIAB 3TH JaHHbBIC, MOKHO ayTCHTU(UIIMPOBATHCS B KAYCCTBE
JPyroro mosb3oBaresisi. B ciydae, Korja BBOAUMbIC JaHHbIC MJI0X0 QHUIBTPYIOTCS WK HEe (HILTPYIOTCS BOBCE,
MOXUTUTh KYKHA CTAHOBHUTCSI OYEHb MPOCTO. JIisl 3alIUThl KYKH OT HOXHUINEHHUS METOJOM 3alycka BPEIOHOCHBIX
JavaScriptkpunros B Gpaysepe kimenra ucrnois3yercs quaar HTTPonly, koTopslil moaaepKuBarOT COBPEMEH-
Hble Opay3epsl, OJJHAKO 3TO TapaHTUPYET 3allUTy TOJBKO BHYTPH Opay3epa, IUis 3alIMThl KYKH OT HepexBara
BO BpeMs Ilepe/iadyr M0 HEe3alUIICHHBIM KaHaiaM UCIojb3yeTcs (uiar Secure koTopsiil mudpyer KyKd cpescT-
Bamu Opay3epa. TeM He MeHee Jaxke B 3TOM ClIy4ae KYKH BCE PaBHO OCTAIOTCS YSI3BUMOCTBHIO C TOYKU 3PCHUS
0e30MacHOCTH ayTeHTU(UKAIIMU, TaK KaKk Opay3ep OyAeT OTIPABIIATh BCE KYKH C MOAXOJSIIIAM JOMEHOM MpU
3ampoce Ha JIF000ii caifT u3 atoro nomeHa. Ha stoit ocobennoctu moctpoersl CSRF (cross-request forgemthku.

Jlanee MOXHO pacCMOTPETh deyeHmpanu3o8antyo aymenmuguxayuro. OTHAM U3 TIaBHBIX MHHYCOB Ta-
KHX CHCTEM SIBJSICTCSL TO, YTO B3JIOM JIAeT JOCTYII CPa3y KO MHOTHM cepBrcaM. OHAKO B3aMEH OHHU MPEI0CTaB-
JISIFOT HAWBBICIIAN YPOBEHb 0€30MMaCHOCTH, TaK KaK OHU M3HAYAbHO CO3JAHBI M HAIICJICHBI Ha OCYIICCTBICHHUE
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HanOe30macHe el ayTeHTU(UKAIMK [T0JIb30BATEICH ¢ CO3JJaHUEM HEOOXOTUMBIX CECCHI M HCIIOJIb30BaAHUEM
CaMbIX MOCIETHUX HapaboTak B 00acTH mudpoBaHus 1 OE30MACHOCTH.

OpenlD—53To OTKpbITas ACHECHTPAIN30BaHHAS CHCTEMA ayTCHTU(MKALIMHI TI0JIb30BATEIICH, OHA MTO3BOJISIET
MOJIb30BATEII0 UMETh OJHU ayTeHTH()UKAMOHHBIC JAHHBIC IS PA3JIMYHBIX CEPBUCOB. be3omacHoCTh obeceun-
BaeTCs MOMAMHKCHIO BCeX cooOmeHnii. Bo3moxuoit ysa3pumocthio OpeniD siBisieTcst MOABEP/KEHHOCTh aTakaM
MOCPEICTBOM TIEPEXBaTa 3apOCOB.

MHnozogpaxmopuas aymenmugurayus MCTIONB3YEeTCs ISl MOBBIIICHUS OC30MACHOCTH MOCPEACTBOM HC-
MOJIb30BAHUS HECKOJBKUX (PaKTOpOB ayTeHTH(HKanuu cpa3y. Ho He BCsikas koMOMHAIMS HECKOJIBKUX METO/IOB
SIBIISICTCST MHOTO(AaKTOPHON ayTeHTH(UKAHeH. MCmons3yoTess (GakTOphl Pa3InIHbIX THIIOB. OTIHMYUTEIBHBIC
cBoiicTBa (CKAaHMPOBAHUE JIUIIA, OTIIEYATOK MAJbIIEB, PalyXKHas 000JI0UYKa IJ1a3); HEKOTOPOE 3HAHHE, KOTOPHIM
obnasaet KineHT (aposib, MHH-KOJI, TOCIEeI0BATEIbHOCTD NeUCTBUI); (u3ndyecKkas Bellh (KapTta J0CTyra, mpo-
yCK, ()JIeHI-IaMATh, CHM-KapTa C ONpPeIeIeHHBIM TEIE(POHHBIM HOMEPOM).

Hcnonp30BaHue KIaCCUYECKUX MHOTOPA30BBIX MAPOJICH SBIISACTCS CEPhE3HOW YSA3BUMOCTBIO MIPH HCIIOJb-
30BaHUM OTKPBITHIX CUCTEM HJIM HE3AIIUIICHHBIX MPOTOKOJIOB MEPeayl JaHHBIX. DTO MOATOJIKHYIIO Pa3padboT-
YHUKOB CHCTEM OC30MACHOCTH K CO3JaHHMI0 T'€HEPATOPOB OJHOPA30BBIX Maposicii. Takue ycTpoicTBa WM IMPO-
rpaMMBbI TEHEPUPYIOT MAPOJIU ISl KayKI0TO COCTUHECHUS MM CECCHH, YTOOBI NMPH Pa3phiBEe WIIM IEPEXBATE CEC-
cur ObLJIO HEBO3MOXHO MOJJICIATh JUYHOCTh KIHMEHTA. [l COXpaHCHHS MPHUHIUIA NBYX()AKTOPHOCTH ayTCH-
THGHUKAIMA [TOMHMO CTCHEPHPOBAHHOTO YCTPOWCTBOM 3HAYCHHUS IOJIH30BATE/Ib BBOIWT IMOCTOSIHHBIA IMapOJib
W TIOATBEPKIAET CBOM BXOX B CHCTEMY BBOAOM Kojga SMS-¢0001eH s, KOTOPOE Ha €ro JIMYHBIAH HOMED BbI-
CHLUIAET CHCTEMA.

3akioueHnne

B pe3ynbTare MpOBEACHHOTO MCCIICI0BAHMS PACCMOTPEHBI OCHOBHBIC BHIBI IIPOBEPKH MOUIMHHOCTH KITH-
CHTOB Ha CTOPOHE NpWIoKeHui. [loka3aHo, 4TO CyHmIECTBYEeT TAK)KE MHOTO JPYTrUX BUIOB ayTCHTH(UKAIIWY,
OoJiee WM MEHEe MOMYJISAPHBIX, KAKIBIH CO CBOMMH IUTIOCAMHU U MUHYcaMu. OYeBHHO, YTO MPABHILHOE KOM-
OMHUPOBAHME CHCTEM ayTCHTU(DHUKAIIMHM MOYKECT 3HAYMTEIBHO YCIOKHUTD KPaKy JaHHBIX KIIHCHTOB.
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